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Data Is the Currency of Financial Services
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The Digital Age

The Internet has brought new concerns about data protection for Financial
Service companies.

- amazon

oiINg
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WHAT HAS HAPPENED ?

01001010010

NN R i
System Outages Source Code DDO.S attacks have become In terms of its potential impggt,
Theft “business as usual,” but suspects possibly the worst vulnerability

there may be more to them than found since commercial traffic
meets the eye. began to flow on the Internet.

= SOCIETE

GENERALE
Cyberattacks Seem Meant to Excessive Targe_t reported_a_46 et Se_c_urity companies recorded
: A Privil drop in net profit in the crucial millions of attacks and probes
Destroy, Not Just Disrupt ccess Privileges . _
holiday quarter and reported related to the bug in the days
$61 million in costs related to following the disclosure.
the breach
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Challenging and Changing environment

In addition to a challenging ... banks face further sector
environment ... specific challenges

“The emergence of the

EU peripheral
Regulation regulator as a real force.”

sovereign debt crisis

Uncertain global M
economic recovery

Dynamics in
emerging markets

J,

= Access Governance
= Vendor Governance
= Risk Reporting
Living Wills

“Regulatory compliance
will turn into competitive

Competitive advantage.”
Social unrest and P dynamics
political weaknesses
Technical Scalability &
Disaster Recovery more

Ecological disasters

important than ever.
(Fukushima) P
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Regulation Increases Data Management Challenges

Austria Financial Marke: A | - Hungary Hungarian Finances Sugs 9| @ New Zealand Financial Service Providers Register
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= Egypt Egyptian Finanows n.—.’ i Maka Financial Services Autharty | K3 Switzerland Financial Market Supervisory Authority
m Estonia Financial Supsrvss Al | ¥ Mauritius Financial Services Commumsan | Turkey Capital Markets Board of Turkey
% Estonia Ministry of Goonesss At | —— Comision Nacions Bancese » '-_ B Ukraine National Securities and Stock Market Come
F o ™ - ini i "
4= Finland Financial Superee oy B Morocco Moroccan Financis e Al B Ukraine gkramlan Centre for OTC Financial inatnm
T evelopment
§1 France Financias A == Netherlands Financial Marks United Arab e

Now Zaaland
ew Lealand

7 SCM & MSIM Career Talk - 2015



APAC Regulators example
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China Baking Reguistory Commission.

3 “ FINANCIAL

i( ) iSERVICES

=\ & COMMISSION
Pguut

(- FINANCIAL SUPERVISORY SERVICE
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. BANK NEGARA MALAYSIA
CENTRAL BANK OF MALAYSIA

BANK INDONESIA
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What is Cyber Attack ?

Cyber attacks target computer information systems, computer
networks and/or personal computer devices.

An anonymous source steals, alters or destroys a target by
hacking into a system. Cyber attacks can be as harmless as
installing spyware on a PC or as grand as affecting the
infrastructure of entire corporations.

As the modern world becomes more reliant on computer
systems, cyber attacks have become more sophisticated and
dangerous.
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Threat Landscape

\
Nation States
+ Early understanding
of strategic direction Web facing
application

* Intellectual property

 Cripple/disrupt
services

vulnerabilities
compromised

Introduction
of destructive
malware through
phishing

Criminal Enterprises
* Financial

203"

How They Do It: 4

Disruptive (D

Hacktivists

* Cripple/disrupt services; protest
their cause and cause
* Humiliation and reputational damage

What They Get:

~ 1. Customer account
information and credentials

Exploit internal
and third party
provider

. - : vulnerabilities -
2. Potentially sensitive information \
such as investment strategies and
other confidential correspondence
3. Loss of confidence in
financial institution
Anonymous
4. Disruption of services whistleblower,
e.g., Wikileaks -

5. Destruction of data
and IT assets

Virus infec > |

through email engineering

P W
Insiders
* Financial

* Cripple/disrupt services

10
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What is Risk

Risk is the possibility that an event will occur and
adversely affect the achievement of objectives

Characteristics:

+»» Present due to uncertainties

+»» All entities face risks

s Some risks can be opportunities
¢ Risks can erode or enhance value

** Risks arise from “internal” and “external”
environment
+* Risks evolve

Mark Beasley, North Carolina State University
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Information/Cyber Risk Management

Risk Assessment
e What are the risks in the business?

e What is the potential level of
exposure?

Business Description s Control Activities

Risk

» What is the scope of the e What controls are there to

organization that is being Operational _ mitigate these risks?
evaluated? ’ Risk

) e How effective are the current
e What are the operational Liquidity controls?

processes? Risk

¢ Are there any gaps?

Monitor Information & Communication

e What management mechanisms are in place to receive
timely information about the quality of current controls?

e How are potential control breakdowns escalated?
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Risk Profile Matrix

High

A

Potential
Impact of
Risk

Low

* Key Focus Area
»Ensure actions are in place
to mitigate the risk
»Develop plans to allo
a quicker recovery
»Monitor progress of action

* Monitor changes to risks
and evaluate implicatiors

X ~
- Monitor to ensure that ~
* risk profile does not
increase
and that cost of
mitigation
IS not excessiye

Low » High

Likelihood of Occurrence of Risk

13
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Types of Risk

Operational

4

All Risk
= - Managers

Managem

tion Risk

Reputati i

Risk Market Risk
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Information Risk — 3 pillars

Confidentiality is the property of information being
secret or private within a predetermined group

Integrity is the property of information being a correct
and representation if an authorized business process.
Integrity has 3 aspects :

« Completeness

* Accuracy

* Validity

Availability is the property of information being
accessible and useable by the business. It has 2
aspects :

* Response time

» Up time

15
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What to do in such a complex environment?

People

Awareness
Skills

Synthesize and
analyze multiple
data streams.

Process

Policies &
Standards
Governance

Technology

Automation
Innovation

Push enterprise
connectivity to
new levels.

16

SCM & MSIM Career Talk - 2015



Optimizing Risk Costs

o Total Risk- [
: related Costs
S Optimal e

Cost of Losses
\ 4

Cost of Controls

g
>

Level of Control
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Risk Strategy Development Model

Information Security Strategy

il
|

MAS FSA

FED FFIEC

BaFin ECB/
SEPA

Business and
Techn. Change

Incident
Data

Perceived Threats

and Risks

Regulatory
Change

v

v

s

v

[«5)
.2
==
52
32
L O
n 'S

[+

principles

IT Security

The Information Risk

-~ Strategy Development
Process
N N N N
Current State Subject Matter Project Working Groups
Assessment Expertise Proposals

Strategic
Priorities

Prioritised
Project List

Roadmap

Final Budget |
Submission

:

I
il
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Information Risk Management Services

Governance

N\
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Three Lines of Defense

Enterprise Risk

The First Line of Defence is managers
and employees at the business or, in some
cases, business partner level. They own
the risks associated with their business
activities, and they manage the risks and
the related control processes and
procedures on a day-to-day basis.

The Risk Management and Compliance

functions are the Second Line of Defence.

They own the enterprise-wide risk
management framework and provide
independent oversight of the First Line of
Defence. This also includes Corporate
Security, Business Continuity, Financial
Management and Analysis within Finance,
Human Resources and Legal.

The Third Line of Defence is Internal
Audit, which maintains independence from
the first two and provides our Board of
Directors and senior management with the
assurance that our governance structures,
risk management and internal controls are
effective.

3rd
Internal
Audit

2nd
Risk and
Compliance

1$t

Businesses/Legal
Entities

Business

Units

20
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Summary

Time

Centralized
computing

Borderless
computing

Mobile
computing

Internet

Networked computing

computin

Physical and
environmental security

As the threat landscape is
rapidly changing, so too
must the capability and
maturity of Information

Risk/Security

> \/iewpoint
Network, system and
logical security

Data and application
security

The notion that any organization can be 100% secure
is unrealistic in today’s borderless environment.

The question is not are we secure, but is the data

that matters most secure enough? Availability

R
C‘/‘7"Ssiﬁca"‘o
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The goal is to...

Protect Its

B R )

y:

fidentialit
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