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Data Is Everywhere 
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Source: Alexa internet. http://www.alexa.com/topsites.   Accessed May 9, 2014.   

http://www.alexa.com/topsites
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Data Is the Currency of Financial Services 
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The Digital Age 

The Internet has brought new concerns about data protection for Financial 
Service companies.  
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WHAT HAS HAPPENED ? 
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Excessive 

Access Privileges 

Source Code  

Theft 

System Outages 

Cyberattacks Seem Meant to 

Destroy, Not Just Disrupt 

DDOS attacks have become 

“business as usual,” but suspects 

there may be more to them than 

meets the eye.  

Target reported a 46 percent 

drop in net profit in the crucial 

holiday quarter and reported 

$61 million in costs related to 

the breach 

In terms of its potential impact, 

possibly the worst vulnerability 

found since commercial traffic 

began to flow on the Internet. 

Security companies recorded 

millions of attacks and probes 

related to the bug in the days 

following the disclosure. 

http://www.reuters.com/article/slideshow/idUSBREA1P0WC20140226
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Challenging and Changing environment 
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Regulation Increases Data Management Challenges 
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Records 
Retention Cross 

Border Protection 

Privacy 

Quality 
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APAC Regulators example 
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http://en.wikipedia.org/wiki/File:Fsa-jp-logo.gif
http://en.wikipedia.org/wiki/File:SEBI_logo.svg
http://en.wikipedia.org/wiki/File:Seal_of_the_Reserve_Bank_of_India.svg
http://en.wikipedia.org/wiki/File:Seal_of_the_Bank_of_Thailand.svg
http://en.wikipedia.org/wiki/File:Monetary_Authority_of_Singapore_Logo.jpg
http://www.fsc.go.kr/eng/index.jsp
http://english.fss.or.kr/fss/en/main.jsp
http://www.apra.gov.au/
http://www.apra.gov.au/
http://www.bnm.gov.my/index.php?&lang=en
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What is Cyber Attack ? 
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Cyber attacks target computer information systems, computer 

networks and/or personal computer devices.  

 

An anonymous source steals, alters or destroys a target by 

hacking into a system. Cyber attacks can be as harmless as 

installing spyware on a PC or as grand as affecting the 

infrastructure of entire corporations. 

 

As the modern world becomes more reliant on computer 

systems, cyber attacks have become more sophisticated and 

dangerous.  



SCM & MSIM Career Talk - 2015 

1. Customer account  
information and credentials 

2. Potentially sensitive information  
such as investment strategies and 
other confidential correspondence 

3. Loss of confidence in  
financial institution 

4. Disruption of services 

5. Destruction of data  
and IT assets 

 

What They Get: 

How They Do It: 

Exploit internal 
and third party 

provider 
vulnerabilities 

Web facing 
application 

vulnerabilities 
compromised 

Virus infection 
through email 

Introduction  
of destructive 

malware through 
phishing 

Social 
engineering 

Disruptive (D) 
DoS attacks 

Anonymous 
whistleblower, 
e.g., Wikileaks 

Insider-coordinated 
breach 

Threat Landscape 
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Nation States  

• Early understanding 
of strategic direction 

• Intellectual property 

• Cripple/disrupt 
services 

Hacktivists  

• Cripple/disrupt services; protest 

 their cause and cause  

• Humiliation and reputational damage 

Insiders 

• Financial 

• Cripple/disrupt services 

Criminal Enterprises 
• Financial 
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What is Risk 
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Risk is the possibility that an event will occur and 

adversely affect the achievement of objectives 

Characteristics: 

Present due to uncertainties 

All entities face risks 

Some risks can be opportunities 

Risks can erode or enhance value 

Risks arise from “internal” and “external” 

environment 

Risks evolve 

Mark Beasley, North Carolina State University 
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Information/Cyber Risk Management 
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Risk Profile Matrix 

Likelihood of Occurrence of Risk 

Low High 

Low 

High 

Potential 

Impact of 

Risk 

• Monitor to ensure that  

• risk profile does not 

increase  

and that cost of 

mitigation 

 is not excessive 

• Key Focus Area 
Ensure actions are in place 

to mitigate the risk 

Develop plans to allow 

a quicker recovery 

Monitor progress of action 

plans 

X 
X 

X 

X 

X 

X 

X 

X 

X 
X 

X X 

X 

X 

X 

X 

X 

• Monitor changes to risks 

and evaluate implications 

13 
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Types of Risk 
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We Are 
All Risk 

Managers 
 

Operational 
Risk 

Credit Risk 

Litigation Risk 

Market Risk 
Reputational 

Risk 

Regulatory 
Change 

Management 

Information 
Risk 
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Information Risk – 3 pillars 
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Confidentiality is the property of information being 

secret or private within a predetermined group 

 

Integrity is the property of information being a correct 

and representation if an authorized business process. 

Integrity has 3 aspects : 

• Completeness 

• Accuracy 

• Validity 

 

Availability is the property of information being 

accessible and useable by the business. It has 2 

aspects : 

• Response time 

• Up time 
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What to do in such a complex environment? 
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People 

Data 

Management 

Strategy 

Awareness  

Skills 

Process Technology 

Policies & 

Standards 

Governance 

Automation 

Innovation 

Push enterprise 

connectivity to 

new levels. 

Synthesize and 

analyze multiple 

data streams. 
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Optimizing Risk Costs 
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Risk Strategy Development Model 
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The Information Risk 

Strategy Development 

Process 

Information Security Strategy 

Strategic 

Priorities 

Prioritised 

Project List 

Roadmap 

Final Budget 

Submission 
Current State 

Assessment 

Subject Matter 

Expertise 

Project 

Proposals 
Working Groups  

Participation across Business 
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F
ra

m
e

w
o

rk
 

Threat 

Intelligence 

Security 

Incident 

Response 

IT 

Strategy 

IT 

Regulatory 

MAS FSA 

FED FFIEC 

BaFin ECB/ 

 SEPA 

Business and 

Techn. Change 

Perceived Threats 

and Risks 

Incident 

Data 

Regulatory 

Change 
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Information Risk Management Services 
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Governance 

Assessments  

Treatments 

Response 
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Three Lines of Defense 
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Enterprise Risk 

The First Line of Defence is managers 

and employees at the business or, in some 

cases, business partner level. They own 

the risks associated with their business 

activities, and they manage the risks and 

the related control processes and 

procedures on a day-to-day basis. 

The Risk Management and Compliance 

functions are the Second Line of Defence. 

They own the enterprise-wide risk 

management framework and provide 

independent oversight of the First Line of 

Defence. This also includes Corporate 

Security, Business Continuity, Financial 

Management and Analysis within Finance, 

Human Resources and Legal. 

The Third Line of Defence is Internal 

Audit, which maintains independence from 

the first two and provides our Board of 

Directors and senior management with the 

assurance that our governance structures, 

risk management and internal controls are 

effective. 

Business  

Units 
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Summary 
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Time 

Centralized 

computing 

Physical and 

environmental security 

Network, system and 

logical security 

Data and application 

security 

Networked 

computing 

Internet 

computing 

Borderless 

computing 

Mobile 

computing 

Viewpoint 

As the threat landscape is 

rapidly changing, so too 

must the capability and 

maturity of Information 

Risk/Security 

The notion that any organization can be 100%  secure 

is unrealistic in today’s borderless  environment.  

 

The question is not are we secure, but is the data 

that matters most secure enough?  

Data 
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The goal is to… 
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Make data available. 

Ensure its integrity. 

Protect its  
confidentiality. 
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